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NT S NRintiRiG@gktedir. { | konusul I NB NI PIYPRRY f y@rind iy A NB NI PhiPY Py
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Trickbotisimlil I N& INIE PF P NURGIIN ¥ 08 N Y | TIyuQ SRIPSNSIS iINE PUIBR B ¢ S NA
6ebd6dce92fb9add429d3684c11146kip incelenendosyayaait RASSNNL ERADAR € BRI |
Il NRISERBSt SYYAOUAND
MD5 6ebdedce92fb9add429d36f84c11148e
SHA-1 183881f00a69eb9e2b94e64c871e0dd197d722dd
Authentihash ae0b9e56744f92fbbcee92ccectb4430072ea13efof144737297f6003b2d2766
Imphash 5f9c0494ad15fdbf575716a7f38ae24f
File Type Win32 EXE
Magic PE32 executable for MS Windows (GUI) Intel 80386 32-bit
SSDeep 6144:kJKDVItCOx0/4judQgXrm25gUz6XGIVuDFzcTI2:kiwC6XS2DUz6XGfud5
TRID Win64 Executable (generic) (61.7%)
Win32 Dynamic Link Library (generic) (14.6%)
Win32 Executable (generic) (10%)
0S/2 Executable (generic) (4.5%)
Generic Win/DOS Executable (4.4%)
File Size 308.63 KB
G°r &e&Klncel enen Dosyanén Ayértedici ¥zellik
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Virustotalile & I LI® fyfhcglemede¥ | NJyTim INRAI BIG Y NI NPy SR [Hsiikérie Spy
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NANO-Antivirus

TrendMicro

Last analysis

2018-12-10 10:02:00 UTC

Community score -2

Trojan.Win32.Trickster.fifusq

TSPY_TRICKBOT.TIOIBEAM

O‘ 50 engines detected this file 6
o SHA-256 9béffef6f45a18bf3d05bba18945a83da2adfbe6e340a68d3f629c4b88b243a8
#v‘ File name table.png

A File size 308.63 KB

Palo Alto Networks

Panda Trj/WLT.D Qihoo-360 A Win32/Trojan.2de
Risi Trojan.Win32.Generic.1A0B57E5 Soph AV A Troi/Trickbo-IT
isin 0 os roj/ Irickbo-
8 (RDM+:cmRtazon8XWhGIRogpgOU P *
Symantec Downloader Trapmine A malicious.high.ml.score

TrendMicro-HouseCall

Detection Details Relations x Behavior Community o

Ad-Aware A Trojan.GenerickD.31285025 AhnLab-v3 A Trojan/Win32.Trickbot.C2757776
ALYac A Trojan.Trickster.Gen Antiy-AVL A Trojan[Banker]/Win32.Trickster
Arcabit A Trojan.Generic.D1DD5F21 Avast A Win32:Malware-gen
AVG A Win32:Malware-gen Avira A TR/TrickBotavn
BitDefender A\ Trojan.GenerickD.31285025 Bkav A Hw32Packed.
CAT-QuickHeal A Trojan.|GENERIC ClamAv A Win.Packer.Trickbot-6683856-3
Comodo A Malware@#devr7ubtkp3y CrowdStrike Falcon A malicious_confidence_90% (W)
Cylance A Unsafe Cyren A W32/Downloader.EEQJ-7477
Drweb A Trojan.DownlLoader27.10920 Emsisoft A Trojan.GenericKD.31285025 (B)
Endgame A malicious (high confidence) eScan A Trojan.GenericKD.31285025
ESET-NOD32 A\ Win32/TrickBot.AX F-Prot A W32/Downldr2.aBI
F-Secure A Trojan.GenericKD.31285025 Fortinet A W32/TrickBot.AX!tr
GData A Win32.Trojan-Spy.TrickBot. NK8JON Ikarus A Trojan.Win32.Crypt
Jiangmin A Trojan.Banker.Tricksterdc K7AntiVirus A Trojan (0053efe71)
K7GW A Trojan (0053efe71) Kaspersky A Trojan-Banker.Win32.Trickster.uh
Malwarebytes A Trojan.Zbot McAfee A RDN/Generic.grp
McAfee-GW-Edition A BehavesLike.Win32.Nofear.fc Microsoft A Trojan:Win32/MereTam.A

A

A

A

A

A
VBA32 A TrojanBanker.Trickster ViRobot A Spyware.Agent.316035.A
Webroot A W32.Trojan.Trickbot Yandex A Trojan.PWS.Trickster!
Zillya A Trojan.TricksterWin32.1109 ZoneAlarm A Trojan-Banker.Win32.Trickster.uh

A genericml

A\ TSPY_TRICKBOTTIOIBEAM

Ger&e/li rustot al téekt ésé
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f 0By RP®YIOE H RIPNENYYPS 18 (INGMEIN 8130y | ZofMigaRotarak el f P odasPaNIP £ |
ismindekio | haferinR S € A 6 GyanNdinfileSpraBedin? f dzo ( dZAIHAR Hz2e0mNG kSN ke
Say | o5y RAotickbotBxeisigli T | N& NI BMiR YeS NJbduhah Rirfinin s harfi ile
RSEAGEANK SENSEA G SRAND
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Hacker View Tools Users Help
“% Refresh .} Options ‘ #8 Find handles or DLLs 3% System information i O X
Processes | Services | Network | Disk
Name PID CPU VO total rate Private bytes User name Description
& [» ] System Idle Process 0 84,48 0 NT AUTHORITY\SYSTEM
[m7 csrss.exe 296 1,23 MB NT AUTHORITY\SYSTEM Client Server Runtime Process
[=7] csrss.exe 348 0,16 1,22 kB/s 1533 MB NT AUTHORITY\SYSTEM Client Server Runtime Process
4 n ] wininit.exe 356 856 kB NT AUTHORITY\SYSTEM Windows Start-Up Application
4 [n 1 services.exe 452 0,03 3,86 MB NT AUTHORITY\SYSTEM Services and Controller app
[#7 svchost.exe 576 239 MB NT AUTHORITY\SYSTEM Host Process for Windows Ser...
[ vmacthlp.exe 636 900 kB NT AUTHORITY\SYSTEM VMware Activation Helper
["7] svchost.exe 680 224 MB NT AUTHORITYANETWORK SERVICE Host Process for Windows Ser...
[#" svchost.exe 760 0,02 512 B/s 9,27 MB NT AUTHORITYA\LOCAL SERVICE Host Process for Windows Ser...
[ svchost.exe 804 3,39MB NT AUTHORITV\SYSTEM Host Process for Windows Ser...
487 svchost.exe 828 14,41 MB NT AUTHORITYASYSTEM Host Process for Windows Ser...
45 taskeng.exe 248 940 kB NT AUTHORITY\SYSTEM Task Scheduler Engine
[=7] svchost.exe 988 6,27 MB  NT AUTHORITY\LOCAL SERVICE Host Process for Windows Ser...
[#7] svchost.exe 1072 10,14 MB NT AUTHORITYANETWORK SERVICE Host Process for Windows Ser...

G°r 8eéhl exan Proses

St S yAFOAT ESIGIBRID | 0 f | RVE &P Y(Rdakikadh bir tsickbotexeismi R2 3 & y Py
PO BNEE NI I8 INRPIEYPE T G SR ADIBRR & & BYIRRPDATARG (i PCatd

a1 AN @832 NN V.54 iINBRW NB keRdisRifer | ceP tveadil I NSIGy S G A OA
NI TP yLE EipRAdRRPoel POV ISYRBE® 6 PL Y I 1 G RPNJ

File Action View Help
«=| 2@ 8E

%) Task Scheduler (Local)

Name Status  Triggers NetRunTime  LastRun Time Last Run Result  Author
4 Task Scheduler Library
Microsoft (3800DB23-4639-4213-8629-SFDIB3FBB09F) Ready  When the task is created or modified 10102018 2341:24  (00)
weD % Adobe Acrobat Update Task Disabled Multiple triggers defined 2111201815000 (:0) Adobe
GoogleUpdateTaskMachineCore Disabled Multiple triggers defined 21112018 110416 (00)
5 GoogleUpdateTaskMachineUA Disabled At 23:38 every day - After triggered, repeat every 1 hour for a duration of 1 day 2111.201814:38:46  (00)
® Msnetcs Running Multiple triggers defined 251220181515:31 2512.20181505:31  (Ox8004131F)

General| Triggers | Actions | Conditions | Settings | History (disabled)

When you create a task, you can specify the conditions that will trigger the task. To change these triggers, open the task property pages using the Properties command.

[ Trigger Details Status
‘ At startup At system startup Enabled

‘ One time At 15:05 on 25.12.2018 - After triggered, repeat every 10 minutes for a duration of 415.15:59:00. Enabled

G°r 4€«lamanl anmék G°revler
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(® Msnetcs

Running Multiple triggers defined

ol

[ General I Triggers| Actions ICondi‘tionsI Settings I History (disabl:d)‘

When you create a task, you must specify the action that will occur when your task start]

Action

Start a program

Details
CA\Users\user\AppData\Roaming\VsCard\tsickbot.exe

GO r

5Zb manl anmék G°rev

Det aye

P 6 tiidRDoIRkel R/2 & & | A P gzl i dpxiBedi€ ait f P dakip S RA f R WahdoyR S
Sy RRSIMIRRIgNIA dRldaSsaiara bu servisin & A £ AFIRNMIEIAY S!| & NSRHAddMB
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Process Life Time Start Time End Time Image Path Command
# | Searchindexer exe (2524) 1812018085727 n/a C:\Windows'\system32\Searchindexer exe C:\Windows'\system32\Searchindexer exe /Embedding
| lsass exe (460) 18.12201808:56:38 n/a C:\Windows\system32\isass exe C:\Windows'system32\isass exe.
i lsm.exe 472) 181220180856:38 n/a C:\Windows\system32\lsm exe: C:\Windows \system32\ism exe
) winlogon exe (332) 18.1220180856:36 n/a C:\Windows \system 32\winlogon exe winlogon exe
= 5 Explorer EXE (2236) 1812201808574 n/a C:\Windows \Explorer EXE C:\Windows\Explorer EXE
() vmtoolsd exe (2360) 18.12201808:57:13 n/a C:\Program Files\VMware'\ViMware Tools\vmtooisd exe “C:\Program Files\VMware\VMware Tools\vmtoolsd exe” -n vmusr
2 Procmon exe (1304) I 5 12201 152539 n/a C:\Users\user\Deskiop \tools\Sysintemals Sute \Procmon exe: "C:\Users\user\Deskiop \tools\SysntemalsSute \Procmon exe”
B ProcessHacker exe (876) 25.122018152725 n/a C\Program Fles\Process Hacker 2\ProcessHacker exe “C:\Program Files\Process Hacker 2\ProcessHacker exe™
-5 ckbot exe (1724) ‘I 5122018152756 25122018 152802 . . -
=) jg omd exe (156) | 5122018152800 25122018 152801 C:\Windows\system32\cmd exe c sc stop WinDefend
iiscexe (3272 | 25.122018 15:28:01 25122018 152801 C:\Windows \system32\sc exe sc stop WinDefend
= B omd exe (892 | 2512201815800 25122018 152801 C:\Windows \system32\cmd exe ' sc delete WinDefend
¥ sc exe (2988) | 25122018 15:28.01 25122018 152801 C\Windows \system32\sc exe sc delete WinDefend
& g omd exe 2012) - 251220181528:00 25122018 152819 C:\Windows \system32\cmd exe c powershel Set-Mp -Disable Srue
¥ owershel exe 2772) - 25122018 15:28:01 25122018 152819 C:\Windows\System 32\WindowsPowerShel'\v 1 0\powershell exe powershell Set-Mp! “Dsable Srue
Gor6¢éeérFrickbot.exe'"nin KIk ¢aléktérél mase
Process Life Time Start Time End Time Image Path Command
BE) nfa C:\Windows'system32\winint exe winink exe
n/a C:\Windows\system32\services exe C:\Windows\system32\services exe
n/a C:\Windows\system32\svchost exe C:\Windows \system32\svchost exe « DcomLaunch
] wmiprvse exe (1452) n/a C:\Windows\system32\wbem \wmiprvse exe C:\Windows'\system32\wbem\wmiprvse exe
] wmiprvse exe (3084) n/a C:\Windows \system32\wbem\wmiprvse exe C:\Windows \system32\wbem\wmiprvse exe
¥ DiHost exe (1608) l 25122018152755  25.12.2018 15:28:00 C:\Windows\system32\DiiHost exe C:\Windowssystem32\DilHost exe /Processid:{AB830284-03CA4.
¥ 7 DiHost exe (320) 2512201815801  25.12.2018 15:28:07 C:\Windows\system32\DiiHost exe C:\Windows'system32\DllHost exe /Processid:{E10F6C3AF1AE4
=) ¥ DiHost exe (3736) 251220181528:01  25.12.2018 15:28:07 C:\Windows\system32\DilHost exe C:\Windows\system32\DilHost exe /Processid:{(3E5FCTF9-9A514.
= § 3 tsickbot exe (3072) 251220181528:02 25122018 15:28:25 C:\Users\user\AppData\Roaming \VsCard \tsickbot exe “C:\Users\user\2ppData\Roaming\VsCard\tsickbot exe”
= ¥ omd exe (2572) | 25122018152807  25.12.2018 15:28:07 C:\Windows\system32\cmd exe /e sc stop WinDefend
% sc.exe (1760) | 25122018 152807  25.12.2018 15:28:07 C:\Windows \system32\sc exe sc stop WinDefend
= g cmd exe (3224) | 25122018 152807  25.12.2018 15:28:07 C:\Windows'\system32\cmd exe /c sc delete WinDefend
¥ scexe (4032) | 25122018152807  25.12.2018 15:28:07 C:\Windows'\system32\sc exe sc delete WinDefend
= ¥ cmd exe (3588) - 25122018 152807  25.12.2018 15:28:19 C:\Windows'\system32\cmd exe /c powershel Set-MpPreference -DisableRealtimeMonitoring Strue
i powershell exe (101 . 25122018 152807  25.12.2018 15:28:19 C:\Windows'\System 32\WindowsPowerShell\v 1.0\powershell exe powershell o -Disable Strue
Gergerickbot.exe' nin %APPDATA% Klas®°r¢gnde KIlk ¢
Process Start Tme End Time Image Path Command
= B swchost exe (828) 18122018 08:5642 n/a C:\Windows'system32\svchost exe C\Windows'\system 32'svchost exe  netsvcs
[|consent axe (3436) 2512201815:28:01 25122018 15:28:01 C:\Windows'system32\consent axe consent exe 828 306 01968640
£ 1] taskeng sxe (248) 2512201815294 n/a C:\Windows \system32\taskeng exe taskeng exe (ADBCC33F-1124-41D0-2515-000089846354) 5-1.5-18:NT AUTHORITY'System:Service:
W taickbot exe (1780) 5122018152324 nfa C:\Users'‘user\AppData\Roaming\VeCand'teckbot axs C\Users'wser'\App Data\Roaming \VsCard \tsickbot &xe
Gor8€dlrickbot.exe'"nin Zamanl anmék G°rev ile %APPDATA
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[ SIBER FUZYON MERKEZi ]

incelememizded | NNf Y{N &dhusde & & k seSHMIR S EB WA S t S Vriidal@idsyaie S
I & §aBhR S € SdbipZ § R azE teN f Y S5 (NS RIF MEBRIiSini%APPDATARGE (i PsCavd
16 Fan BB Et RBURY I & lNR PWiE POPE YI 1 G RPN

- N » Computer » Local Disk (C:) » Users » user » AppData » Roaming » VsCard »

Organize v =) Open Share with » New folder
: = Name Jate modified Size
P Esvorites Name Date modified Type ize
Ml Desktop Data 12.2018 14 File folder
@ Downloads i | settings.ini 25.1 8 14 Configuration sett...
| Recent Places [ tsickbot.exe 13.12,2018 15:46 Application 309 KB

Gor 9-€&AdAPPDATA% Klas®°rg¢ K-erifji

tsickbot.exe
Property Value
File Mame ChUsers\userAppDataRoaming'\VsCard\tsickbot.exe
File Type Portable Executable 32
File Info Mo match found,
File Size 30863 KB (316035 bytes)
PE 5ize 290,00 KB (296960 bytes)
Created Tuesday 25 December 2018, 15.28.00
Modified Thursday 13 December 2018, 15.46.17
Accessed Tuesday 25 December 2018, 15.28.00
MD5 GEBDGDCEI2FBIADDE29D36FE4 C11148E
SHA-1 183881 F00AGIERIE2BI4ER4 CETIEODDIOT7DT22DD
G°r 80e WAPPDATA% Kl as®°r ¢ndenBidlail ekt er @&l an Dosya

5 R0 | €fallyLAMIZB R A { RIAIE MBYINESHE PP | PE T TS BY & & RIPY (i PE T
3 S NXPSddresine dzf | 6 ¥ & §§ SSRANENAE Y S i NEIRRIMIINGDE Piaksatlal 6 | € RIRIE 1 A
adreslerinedzf | et 8 P3 Y {1 G RPN

api.ipify.org api.ip.sb checkip.amazonaws.com
icanhazip.com ident.me ip.anysrc.net

ipecho.net ipinfo.io myexternalip.com
wtfismyip.com myexternalip.com
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%l N& INE MAPPDATARE ( PsCad f | a4 | WINy RBY I0& I+ SOMAdA Iy ek & PO G PEP

IP adresleri I 6 €EPRIAG St S{ylYikanisd NBD adreslerine giden GET istekleri
https://IP/lib332/USERPC_W617601.60BA3G 1A5F1F3B5D8D699AEY9/5/spk/ F 2 NJIY I i PY R
2t Y1 0F RPN

5.104.41.188 31.179.162.86 42.115.91.177 47.49.168.50
54.39.167.242 62.141.94.107 68.109.83.22 69.57.26.30
71.13.140.89 71.94.101.25 91.235.128.186 94.232.20.113
107.175.127.147 115.78.3.170 149.154.71.206 158.69.177.176

185.251.39.106

187.190.249.230

195.54.163.91 197.232.50.85

198.100.157.163

207.140.14.141

2)¢SKRAG +S101I NN DI aGdSNHSt SNA
a) %I NI NX ByiR $ ceiPw@edmainbilgileri
5.104.41.188
31.179.162.86
42.115.91.177
47.49.168.50
54.39.167.242
62.141.94.107
68.109.83.22
69.57.26.30
71.13.140.89
71.94.101.25
91.235.128.186
94.232.20.113
107.175.127.147
115.78.3.170
149.154.71.206
158.69.177.176
185.251.39.106
187.190.249.230
195.54.163.91
197.232.50.85
198.100.157.163
207.140.14.141

OLYRAOIFG2NJ 2F / 2 )L

= =4 -4 _8_a_0_0_928_-0_-29_4_-92_-9_92_-0_-92_92_-4_-2_2_-4a-2

b) Y2 NI NXadrefifsldeetmek A obilgll f RaveIESReleri
api.ipify.org

api.ip.sb
checkip.amazonaws.com
icanhazip.com

ident.me

ip.anysrc.net
ipecho.net

ipinfo.io
myexternalip.com
wtfismyip.com
myexternalip.com

—a =8 -4 _8_8_9a_4_4a_-2_-2_-2
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c) DiskNT S Na& fy dS (i des\akildileyi
%APPDATA%sCard f | & f NJ®

d) %F Y yt3lyNSRE Py 825 ( YzNBP 6y
Msnetcsl Ri®her 10 dakikadabir %APPDATAXsCard t I & f NJBWURahR2 2 & Y PY
el £ PO GPNPE YI &P

e) TespitedilenT I NJ Nt Haghbildidri

MD5 6ebd6dce92fb9add429d36f84c11148e
SHA1 | 183881f00a69eb9e2b94e64c871e0dd197d722dd
SHA256/| 9b6ff6f6f45a18bf3d05bbal8945a83da2adfbe6e340a68d3f629c4b88b243a8

ssdeep | 6144:kJKDVItCIXO/4judQgXrm2SgUz6XGIVUDFzcTI2:kiWCBEXS2DUZ6XGfuds

3) Tavsiyeler

%Il N& INE ™%X (PP PV ka8 dlerinird N @ SG/AF KAl |- NJ NBERygllBnimgSive varsaa | 1
konusul & NJ TNANSSAleRbifgisayaved dzy dzObzZA NaNIRE/ TPt BIX | Wdeléririesi,

1wl N& INE P2 (PAaP{ dosfydidiliisining dzf £ ok AYEPEONPS | eebuNdcllaNB f G v Y & PR
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